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Introduction



https://meshtastic.org/

https://meshtastic.org/


Open-source

By Free Software Foundation - gnu.org/graphics/license-logos.html, Public Domain,
https://commons.wikimedia.org/w/index.php?curid=5393454

https://commons.wikimedia.org/w/index.php?curid=5393454


Off-grid

Here:
I low-energy, battery-powered ⇒ does not require electricity

grid
I decentralized mesh ⇒ does not require internet or mobile

network
By File:Our Hut - Flickr - brewbooks.jpg: brewbooks from near Seattle, USAderivative
work: Georgfotoart - This file was derived from: Our Hut - Flickr - brewbooks.jpg:,
CC BY-SA 2.0, https://commons.wikimedia.org/w/index.php?curid=155115563

https://commons.wikimedia.org/w/index.php?curid=155115563


Decentralized, Mesh Network

https://freifunk-ansbach.de/wp-content/uploads/2014/10/Mesh_

network-e1403251545250.png

https://freifunk-ansbach.de/wp-content/uploads/2014/10/Mesh_network-e1403251545250.png
https://freifunk-ansbach.de/wp-content/uploads/2014/10/Mesh_network-e1403251545250.png


Decentralized, Mesh Network

https://meshtastic.org/docs/introduction/

https://meshtastic.org/docs/introduction/


Affordable

https://www.mouser.se/c/?q=sx1262&sort=pricing

https://www.mouser.se/c/?q=sx1262&sort=pricing


Low-power

Compare
I QRP, up to 5W (or 10W SSB) e.g. CW, FT8, WSPR

(33dBm, 2W)
I Wi-Fi, 20-23dBm ( 100-200mW)
I Bluetooth, -20 dBm-+20 dBm ( 0.01 mW-100 mW).
I Meshtastic/Lora, 22dBm ( 150mW)



License-free

ARTICLE 18
Licences
18.1 §1
1) No transmitting station may be established or operated
by a private person or by any enterprise without a licence
issued in an appropriate form and in conformity with the
provisions of these Regulations by or on behalf of the
government of the country to which the station in question
is subject (however, see Nos. 18.2, 18.8 and 18.11).

ITU Radio Regulations 1 Articles Edition of 2024



https://www.hamspirit.de/wp-content/uploads/2016/03/Zulassung_zur_

Teilnahme_am_Amateurfunkdienst_Klasse_K.jpg

https://www.hamspirit.de/wp-content/uploads/2016/03/Zulassung_zur_Teilnahme_am_Amateurfunkdienst_Klasse_K.jpg
https://www.hamspirit.de/wp-content/uploads/2016/03/Zulassung_zur_Teilnahme_am_Amateurfunkdienst_Klasse_K.jpg


License-free

Tellyaddict at
https://simple.wikipedia.org/wiki/File:Wikipedia_images_011.jpg

https://simple.wikipedia.org/wiki/File:Wikipedia_images_011.jpg


Background



OSI Layer Model

https://en.wikipedia.org/wiki/OSI_model#Layer_architecture

https://en.wikipedia.org/wiki/OSI_model#Layer_architecture


LoRa

https://www.semtech.com/uploads/products/SX126x_Block_Diagram_1.PNG

https://www.semtech.com/uploads/products/SX126x_Block_Diagram_1.PNG


Decibel (dB), dBm and dBi

dB relative unit of measurement, expresses the ratio of
two values of a power or root-power quantity on a
logarithmic scale

dBm unit of power level expressed using a logarithmic
decibel (dB) scale respective to one milliwatt (mW)

dBd compares the received power to the power received
by a lossless half-wave dipole antenna

dBi expressed with respect to an isotropic radiator
Gain(dBd) = Gain(dBi)− 2.15 → a lossless dipole
antenna has a gain of 2.15 dBi

Rule of thumb: +3dB ≈ double the amount



Antenna Gain

By Chetvorno -
Own work, CC0,
https://commons.wiki-
media.org/w/in-
dex.php?curid=59599792

By Averse - Own
work, CC3-BY-
SA, https://com-
mons.wikime-
dia.org/wiki/File:Dipo-
lentstehung.gif

By Chetvorno - Own
work, CC0, https:

//commons.wikimedia.

org/w/index.php?

curid=106859893

https://commons.wikimedia.org/w/index.php?curid=106859893
https://commons.wikimedia.org/w/index.php?curid=106859893
https://commons.wikimedia.org/w/index.php?curid=106859893
https://commons.wikimedia.org/w/index.php?curid=106859893


Chirp Spread Spectrum

By Georg-Johann - Own work, CC BY-SA 3.0,
https://commons.wikimedia.org/w/index.php?curid=11330709

https://commons.wikimedia.org/w/index.php?curid=11330709


Chirp Spread Spectrum

https://hamradio.my/2025/03/

lora-and-chirp-spread-spectrum-css-modulation-how-it-works/

https://hamradio.my/2025/03/lora-and-chirp-spread-spectrum-css-modulation-how-it-works/
https://hamradio.my/2025/03/lora-and-chirp-spread-spectrum-css-modulation-how-it-works/


Chirp Spread Spectrum

https://www.youtube.com/watch?v=dxYY097QNs0
https://www.sigidwiki.com/wiki/LoRa

https://www.youtube.com/watch?v=dxYY097QNs0
https://www.sigidwiki.com/wiki/LoRa


Spread Factor (SF)

I SF determines the length of the chirp and the amount of
spreading applied to the signal

I each chirp corresponds to a different symbol (chip)
I the number of possible symbols (chips) depends on SF
I Meshtastic supports SF7 to SF12, where higher SF values

provide better sensitivity but lower data rates
I DataRate = (SF × Bandwidth)/2SF



Signal-to-Noise Ratio

https://www.k0nr.com/wordpress/wp-content/uploads/2025/03/

signal-to-noise-ratio-snr-e1742580379678.jpg

https://www.k0nr.com/wordpress/wp-content/uploads/2025/03/signal-to-noise-ratio-snr-e1742580379678.jpg
https://www.k0nr.com/wordpress/wp-content/uploads/2025/03/signal-to-noise-ratio-snr-e1742580379678.jpg


Signal-to-Noise Ratio

https://www.arrl.org/news/10-tips-for-the-psk31-digital-mode

https://www.arrl.org/news/10-tips-for-the-psk31-digital-mode


Signal-to-Noise Ratio

SNRdB = Psignal,dB − Pnoise,dB = 10 ∗ log10(
Psignal
Pnoise

)

https://www.k0nr.com/wordpress/wp-content/uploads/2025/03/SNR-Table.png

https://www.k0nr.com/wordpress/wp-content/uploads/2025/03/SNR-Table.png


Signal-to-Noise Ratio

SX1262 datasheet https:

//www.semtech.com/products/wireless-rf/lora-connect/sx1262#resources

https://www.semtech.com/products/wireless-rf/lora-connect/sx1262#resources
https://www.semtech.com/products/wireless-rf/lora-connect/sx1262#resources


Link Budget

PRX = PTX + GTX − LTX − LFS − LM + GRX − LRX

with
PRX received power (dBm)
PTX transmitted power (dBm)
GTX transmitter antenna gain (dBi)
LTX transmitter losses (coax, connectors...) (dB)
LFS path loss (dB)
LM miscellaneous losses (fading margin, body loss,

polarization mismatch, other losses, ...) (dB)
GRX receiver antenna gain (dBi)
LRX receiver losses (coax, connectors, ...) (dB)

https://en.wikipedia.org/wiki/Link_budget#In_radio_systems

https://en.wikipedia.org/wiki/Link_budget#In_radio_systems


ALOHA
I pioneering computer networking system developed at the

University of
I became operational in June 1971
I first public demonstration of a wireless packet data network

By helix84 - Own work, CC BY 2.5,
https://commons.wikimedia.org/w/index.php?curid=1374526

https://commons.wikimedia.org/w/index.php?curid=1374526


CSMA/CA

By jjgarcia.tsc - File:Csmaca_algorithm.png, Attribution,
https://commons.wikimedia.org/w/index.php?curid=12661157

https://commons.wikimedia.org/w/index.php?curid=12661157


Managed Flooding

https://meshtastic.org/docs/overview/mesh-algo/



MQTT

By Simon A. Eugster - Own work, CC BY-SA 4.0,
https://commons.wikimedia.org/w/index.php?curid=70622928

https://commons.wikimedia.org/w/index.php?curid=70622928


MQTT

https://meshtastic.org/docs/software/integrations/mqtt/

https://meshtastic.org/docs/software/integrations/mqtt/


Mesh Maps

I https://meshmap.net/
uses the official MQTT
server

I https://meshtastic.
liamcottle.net/
has its own MQTT server

I https:
//meshtastic-map.
friendlydev.com/
merges several sources

https://meshmap.net/
https://meshtastic.liamcottle.net/
https://meshtastic.liamcottle.net/
https://meshtastic-map.friendlydev.com/
https://meshtastic-map.friendlydev.com/
https://meshtastic-map.friendlydev.com/


Range Record

Default Very Long Slow. Frequency: 868MHz, Bandwidth: 62.5,
Spread Factor: 12, Coding Rate: 4/8
https://meshtastic.org/docs/overview/range-tests/



Own Experience



First Contact



First Setup

0. Attach antenna
1. Download app
2. Power on device
3. Connect via Bluetooth
4. Setup, or curse if Bluetooth fails



Radio Settings

https://meshtastic.org/docs/configuration/radio/lora/

https://meshtastic.org/docs/configuration/radio/lora/


Radio Settings

https://meshtastic.org/docs/overview/radio-settings/

https://meshtastic.org/docs/overview/radio-settings/


Radio Settings

https://meshtastic.org/docs/configuration/radio/device/

https://meshtastic.org/docs/configuration/radio/device/


Radio Settings

https://meshtastic.org/docs/configuration/radio/device/

https://meshtastic.org/docs/configuration/radio/device/


Going Further

Lilygo T3-S3 epaper Lilygo T-Deck



Summary

I It’s easy to lock yourself out
I Bluetooth can be problematic
I It really isn’t fast
I There are too few nodes for a

proper mesh in my area
I But: It’s a nice rabbbit hole and

great for first radio experiments



Summary

I It’s easy to lock yourself out
I Bluetooth can be problematic
I It really isn’t fast
I There are too few nodes for a

proper mesh in my area
I But: It’s a nice rabbbit hole and

great for first radio experiments

RTFM!?!



Controversies



Proprietory Technology

I The code is F/OSS but the technology is proprietory
(compare e.f. DMR)

I Semtech controls the supply and/or gets license fees for every
LoRa chip



Security and Privacy Issues

https://partyon.xyz/@nullagent/115005279479795061

https://partyon.xyz/@nullagent/115005279479795061


Telemetry and GDPR Non-Compliance

https://mastodon.radio/@OH3CUF/115326190113198755

https://mastodon.radio/@OH3CUF/115326190113198755


Telemetry and GDPR Non-Compliance

https://github.com/meshtastic/Meshtastic-Apple/issues/1449

https://github.com/meshtastic/Meshtastic-Apple/issues/1449


Enjoy the Spectrum

Some more info
I https://hackaday.com/2020/01/28/

rf-modulation-crash-course-for-hackers/
I https:

//magazine.raspberrypi.com/hackspace/issues/80

https://www.sigidwiki.com/wiki/LoRa

https://hackaday.com/2020/01/28/rf-modulation-crash-course-for-hackers/
https://hackaday.com/2020/01/28/rf-modulation-crash-course-for-hackers/
https://magazine.raspberrypi.com/hackspace/issues/80
https://magazine.raspberrypi.com/hackspace/issues/80
https://www.sigidwiki.com/wiki/LoRa
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